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Computer Security and Risks

Nature of Computing



Computer Security and Risks

ÅWhat is malware?

ÅWhat is the difference between:

üvirus and malware

üvirus and worm

üTrojan horse and time bomb

üvirus and spyware
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Malware: 

ñMal icious Softwareò
ñsoftware designed to infiltrate or damage a computer 

system without the owner's informed consent.ò
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Virus: 
ña self-replicating computer program written to alter the 

way a computer operates, without the permission or 

knowledge of the userò
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Worm: 
ña type of computer virus that uses computer networks 

and security flaws to create copies of itselfò
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Trojan Horse: 
ña type of computer virus that that claims to be 

something desirable but, in fact, is maliciousò

ñBeware of Greeks bearing giftsò
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Time Bomb: 
ña virus which silently spreads, and 

waits until a certain time or day to 

perform a malicious functionò

http://images.google.com/imgres?imgurl=http://www.bug2000.zen.co.uk/Image4.gif&imgrefurl=http://www.bug2000.zen.co.uk/TimeBomb.htm&h=317&w=311&sz=31&hl=en&start=9&tbnid=0kIjRDi9YBCqqM:&tbnh=118&tbnw=116&prev=/images%3Fq%3Dcomputer%2Btime%2Bbomb%26svnum%3D10%26hl%3Den%26lr%3D
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Spyware: 
ñtechnology that collects 

information from computer users 

without their knowledge or consentò
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Antivirus: 
ña program deisgned to search for viruses, notify users 

when theyôre found, and remove them from infected filesò

www.norton.com
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Antivirus Software

www.kaspersky.comwww.trendmicro.com
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FREE Antivirus Software

free.avg.com
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FREE Anti -Spyware Software

Windows Defender

SpyBot



Phishing

ñattempting to acquire sensitive information such 

as usernames, passwords and credit card details by 

masquerading as a trustworthy entity like a bankò

http://upload.wikimedia.org/wikipedia/commons/d/d0/PhishingTrustedBank.png



